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Sir Veillance: Noble-Hearted Guardian or Silent Social Suppressor? 
 

Nested in the ceiling corners of hallways and perching high in the entrance alcoves of 

schools, the glossy, black, hemispherical eyes of video surveillance cameras occupy the hearts of 

hundreds of schools, silent sentinels enforcing justice and discipline. Driven by fear and an urge 

for change after a recent rash of school shootings, and by parents and teachers who view video 

surveillance as a mitigating and objective source of discipline, school officials have increasingly 

invested in CCTV1 cameras for hallways, cafeterias, libraries, and other public spaces (“CCTV 

and ANPR”). Some have taken it even further, directly connecting school video output to police 

stations, or placing cameras in classrooms with claims of improving teacher accountability and 

quality of education. 

In the United Kingdom, where surveillance laws are scattered and sometimes 

nonexistent, some schools have used anti-bullying programs as justification for installing 

cameras in allegedly unintrusive corners of locker rooms and bathrooms, provoking outrage from 

students and lawsuits from parents (Harris). As Emmeline Taylor2 mentions in an interview with 

the Guardian, in-school surveillance is “sold to parents and pupils as a panacea for bullying, 

vandalism, truancy and more,” fitting the “very British tendency to concentrate on the most 

innocuous aspects of technology, while blithely ignoring its more sinister side” (qtd. in Harris). 

The UK serves as a more extreme example of video surveillance use when compared to the US; 

 
 
 
 
 

 

1 Closed-circuit television (CCTV) camera: individual camera component of a video surveillance system; sends 
signals from a specific location to a limited set of monitors 
2 Professor, researcher, and senior lecturer at the Australian National University; researches the sociology of crime 
and the societal impact of surveillance technology 
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whereas CCTV is limited by the US Constitution’s Fourth Amendment3, fewer limitations exist 

 

in the UK and an estimated 85% of UK secondary schools have CCTV in some form4 (ATL). 
 

Though CCTV is not so widespread in the U.S., limited as it is by law and court precedent, an 

atmosphere of distrust and criminalization increasingly pervades. In schools with histories of 

high crime rates, CCTV is lauded by officials for the convenience it lends discipline and for the 

tangible protection it seems to provide. 

Though the security benefits for CCTV are easy to promote, privacy and psychological 

considerations are more often than not pushed aside. Schools and governments fail to implement 

concrete regulations for surveillance after installing new CCTV systems, leading to lawsuits and 

backlash from students, teachers, and parents. This poses an important question: do the security 

benefits gained from video surveillance use in schools in the U.S. and UK outweigh its harms, as 

examined through the psychological, social, legal, and futuristic lenses? To examine where the 

balance between effective deterrence and investigation of crime and harmful psychological and 

educational consequences lies, the following perspectives will be examined: the security 

justifications for CCTV, as put forth by schools; existing laws and court precedent established to 

defend privacy by limiting surveillance; social disciplinary measures that could enhance or 

replace CCTV as a disciplinary implement; and the future psychological implications of school 

surveillance generations in the near future. 

The security benefits of CCTV seem tangible in some schools, like Chicago’s Fenger 

High. Tribune reporter Noreen S. Ahmed-Ullah, who regularly covers the Chicago Public 

Schools, investigates the 59% decline in misconduct incidents and 79% drop in school arrests 

 
 

3 The Fourth Amendment of the U.S. Constitution limits CCTV by prohibiting unreasonable searches and seizures 
and recognizing Americans’ right of privacy. 
4 As described in 2008 by the Association of Teachers and Lecturers (ATL), a U.K. education union 
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after a new $792,000 camera system that sends images from the school directly to nearby police 

stations was installed in the entrances, hallways, and exteriors of school buildings. The decreases 

reported, however, are not accompanied with any explanation of how these numbers were 

obtained, and though Fenger Principal Elizabeth Ann Dozier confirms that criminal “incidents 

have absolutely gone down,” she does not acknowledge that correlation between camera 

installation and decreased crime rate does not imply causation -- that other more important, less 

intrusive, and less costly factors (e.g. increased staff and police involvement, more stringent 

policies of discipline) could have contributed more significantly to the decrease in crime. An 

ACLU5 report on cost-benefit analyses of CCTV stresses the difficulty of quantifying video 

surveillance’s actual security benefits. Though crime may drastically decline in areas near 

cameras, incidents in areas not monitored may increase as a result. As Elizabeth Schultz, a 

candidate for the Fairfax District School Board, puts in an interview with the Washington Post, 

“cameras do not alter behavior -- they just direct where and when that behavior occurs.” 

In response to the assertion that cameras merely redirect bad behavior to areas where 

students are not being watched, some schools, like those of Mississippi’s Biloxi District, have 

merely installed cameras everywhere -- most insidiously, in every classroom. While teachers 

generally seem to approve of the system, citing higher test scores and improved discipline as 

tangible benefits, outsiders like conservative Steve Lilienthal are concerned that the cameras are 

teaching children to behave “because a camera is on them,” because they are being watched (qtd. 

in Dillon). The strangest aspect of Biloxi’s classroom surveillance is the complacent welcome it 

received from teachers, who caution children to tell the truth with reminders that all of their 

 
 

5 American Civil Liberties Union, a non-profit organization founded in 1920 whose mission as stated on their 
website is to “defend and preserve the individual rights and liberties guaranteed to every person in this country by 
the Constitution and laws of the United States.” 
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behavior is being recorded and champion the cameras as protection against messy scenes with 

students, parents, and administrators. Instead of dealing with discipline problems themselves, 

teachers can rely solely on the cameras’ records, and in the process transfer their authority to a 

technology of omnipotent surveillance. As teachers rely more and more on cameras, students are 

taught not to respect their teachers -- their caring and human school leaders -- but to fear the cold 

presence of the camera and to curb their actions as a result of overt threat. 

Along with justifications of effectiveness (Fenger’s case) and convenience (Biloxi’s case) 

of security, however, have come claims of the economic and educational accountability video 

surveillance promotes. In a primary source policy published on the U.K. Bow School’s website, 

school board members state that newly installed cameras will deter vandalism and burglary, 

saving the school money needed to replace school property so that funds can be instead used on 

“maintaining and developing the quality of teaching and learning.” In addition to the economic 

preservation of school property, surveillance cameras are touted for the educational integrity that 

recorded class lectures would instill in teachers. Reihan Salam, a journalist for the left-leaning 

Slate magazine, advocates this radical approach, claiming that the continuous filming of 

classroom activity would reduce racial discrimination and foster professional growth. He does 

not, however, consider the psychological restraint that would be placed on teachers, who might 

be barred, if on camera, from sharing a personal story, opinion, or joke that could enhance 

learning and who might act more stringent, clinical, and distant -- to the detriment of children’s 

perceptions of authority -- if constantly recorded. 

Salam’s argument brings into focus the flawed philosophy of monitoring teachers during 

class, and serves as a springboard in discussion over the dangers of surveillance in the classroom. 
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Not only is freedom of speech and thought impeded, but also human connection and personal 

relationships with students. Students, as well as teachers, become wary of their words and 

actions. Leia Clancy, a student in a U.K. politics class under surveillance, affirms that “having a 

massive camera over your head is incredibly distracting, so no one was very comfortable with 

their [sic] learning environment. It really had an impact on how we participated” (qtd. in Harris). 

At Fenger High, where entire school is under the constant watch of local police officers, this 

atmosphere of distrust is further amplified. “They’re criminalizing us,” says one Fenger 

sophomore. “They’re treating us like we’re in prison” (qtd. in Ahmed-Ullah). The constant 

pressure of imagining oneself under the radar of the police, in constant danger of arrest, threatens 

students’ sense of security, breeds a hatred for authority, and degrades their worth in both their 

own eyes and the eyes of the school system. And while students who have just recently 

encountered newly installed camera systems express fear, anger, and disgust, students who have 

grown up since the start with surveillance in their schools may not even question its necessity, 

may just blindly and complacently allow their rights to privacy to be siphoned away. Children 

are taught not to expect or respect their privacy, and are instead indifferent to their statuses as 

potential threats to the system. This complacency since childhood towards constant monitoring is 

the most dangerous aspect of surveillance in schools. 

Many of these subtle effects of excess video surveillance can be studied by analyzing its 

current psychological impact on students. Surveillance has been shown to have long-term, 

harmful psychological effects, including anxiety, paranoia, and depression (Minton). Chris 

Chambers, a professor of cognitive neuroscience at the school of psychology in Cardiff 

University, writes that “surveillance leads to heightened levels of stress, fatigue, and anxiety.” 
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Experiments sponsored by the National Institute for Health and presented by the American 

Psychological Association have been conducted that show clear creativity impairment in subjects 

who were openly watched while they attempted to solve sample puzzles. The people who knew 

they were being watched in these experiments performed much worse on the puzzles and tests 

that measured creativity and productivity (Amabile; Sherman). 

Children, in particular, receive exaggerated psychological harm, aggravated impairment 

of productivity, and longer-lasting trauma from being in a stressful environment when compared 

to adults in similar environments -- the effects seen in the adults’ behaviors in the experiments 

discussed are even worse in children, since they are more susceptible to psychological change at 

their younger age. This makes the video surveillance of children even more detrimental than 

video surveillance of adults or in public (Gross). Christine Heim, a student at Emerson University 

School of Medicine, and Charles Nemeroff, a psychiatrist known for treating depression, 

published a detailed review through the Society of Biological Psychiatry explaining the     

specific chemicals released in stressful situations during childhood and detailing how an excess 

of those chemicals at an early age has the power to cause structural differences in the brain     

over time. They conclude that there is in fact a “close relationship between early life stress      

and affective or anxiety disorders.” Continuing to increase video surveillance of the students in a 

learning environment by adding more CCTV to schools proves dangerous to the development of 

a creative and productive future generation (Wood). 

Inevitably, through the analysis of philosophical and psychological lenses, we arrive at a 

solution that requires some form of video surveillance moderation in schools. Unless 

implemented rigorously, video surveillance merely displaces crime to areas without cameras, to 
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bathrooms and locker rooms, for example, where in most U.S. schools cameras are banned 

(Harris). On the other hand, when implemented so rigorously that classrooms are monitored 

(Biloxi), or that footage is sent automatically to police stations (Fenger), psychological and 

educational damage in the form of restraint, distrust, and subversion results. Since both extremes 

can lead to a risky future, the best option is through moderation, but what does this mean? The 

key is in the placement of the CCTV throughout a school. Because standard classrooms, 

cafeterias, and busses are already under constant adult supervision, cameras in these areas are 

more likely to cause harm than to detect any additional crime. Cameras placed outside of 

schools, on the other hand, can identify any suspicious characters that may be coming into the 

school for malicious purposes, giving schools the safety they need from criminals outside, and 

cameras in hallways can help prevent bullying, a place not usually supervised by teachers or 

school staff6. The placement of cameras in busses and classrooms are discussed to be 

unnecessary, whereas cameras outside the school and in hallways did not bother the community 

and helped curb crime (Koskela). These CCTV location limitations are the first steps to creating 

a school system that is moderately surveilled, preventing the psychological harms that stem from 

an invasive camera system while simultaneously maintaining its most basic security benefits. 

The possible security benefits of surveillance do, however, come with a possible legal 

cost. What CCTV gives in security, it takes from privacy, an important and protected right in 

both the US and the UK. In the US, privacy and personal liberties have been fundamental from 

the start; freedom of speech and freedom of the press, for example, are upheld with amendments 

and laws. With the development of new technologies over time, these laws have had to change to 

 
 

 

6 As discussed on NPR, in an interview with various teachers and security staff at schools (“Security Cameras in 
School”). 
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keep up with them. One important law in the protection of privacy is the Fourth Amendment to 

the US Constitution, dealing with unreasonable searches and seizures, whose definition has been 

extended overtime to include wiretapping and recordings (“Fourth Amendment”). How does this 

affect CCTV? It means that cameras recording sound can lead to a court case, depending on the 

circumstances. As an article by Kevin Brady, an assistant professor in a university and a 

specialist in school law, mentions, a series of court cases in a similar vein have helped set much 

of the regulation surveillance technology in a set of three tests. One, originating from the case 

Katz v. United States, decided that surveillance is unacceptable when one has an expectation of 

privacy, “that society is prepared to recognize as reasonable”; another, which came from a case 

called Kyllo v. United States, says that technology which is not in general use by the public 

cannot be used; and the third, from Board of Education of Independent School District No. 92 of 

Pottawatomie County v. Earls, stated that a technology can be used if “legitimate governmental 

interests” outweigh ordinary privacy rights, allowing for search without a warrant (Brady). 

CCTV, as useable by the people as by schools, passes the second test, and as schools are judged 

as public spaces, there is no reasonable expectation of privacy and the cameras are permitted. 

Even with limitations and court precedents, however, camera use is sometimes taken too far. 

There have been reports of surveillance in buses, classrooms, and even bathrooms, to the horror 

of many parents (Harris). Some states, too, have laws others lack, like the Illinois Eavesdropping 

Act, which speaks of wiretapping, and this lack of standardization makes regulation still more 

difficult. 

In the UK, surveillance is a common phenomenon. Little limits the use of CCTV and 

other surveillance equipment: the most specific law on the subject is the 1950 European 
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Convention of Human Rights, whose eighth article states that the law should not interfere with 

people's personal lives “ except such as is in accordance with the law and is necessary in a 

democratic society” (Council of Europe). The data caught on these cameras is regulated under 

the Data Protection Act, but this only says that people must know they are being recorded and 

why and must be given access to such records on demand (“Data Protection”). Even the 

Protection of Freedoms Act of 2012, which, by its name, seems as though it would defend 

personal liberties, only looks at how regulations can be made instead of providing them itself 

(UK. British Parliament). 

“Under the Data Protection Act,... Schools must tell pupils where cameras are and the 

purpose they serve,” mentions an article by the British news service the Guardian by John Harris, 

who often writes on politics and popular culture. However, the article goes on to quote a 

teacher’s union officer who states that “There are lots of schools that install CCTV and don't 

know the rules – and the companies who supply it don't feel the need to tell them,” problematic 

because avoiding breaking rules is difficult when one does not know them (qtd in Harris). 

Beyond that, the same article gives several examples of unhappy students in British schools 

which watch too much with too little in their ways: the school of one eighteen-year-old, for 

example, placed cameras and a hidden listening device in a classroom, and a young boy’s set 

cameras in the bathrooms. From simple misplacement to outright misuse, CCTV in schools 

present a possible threat to privacy in an attempt at providing security. 

While schools use surveillance as a means of providing security, the real roots of the 

problems that schools face lie in the low levels of integrity and social responsibility. The 

purpose of school is to create a safe but positive learning environment that promotes a feeling of 
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trust between teachers and students. How are students supposed to create a love of learning and 

a mutual relationship with their teacher of trust if cameras make it feel like the students are not 

trusted themselves by the school? 

“The schools of the 21st century reflect a society that has become fixated on crime, 

security and violence," says Annette Fuentes in her new novel Lockdown High (qtd. In Harris). 

Ronald Stephens, executive director of the National School Safety Center in California, says that 

children become more conscious of their actions when there are cameras around, and when they 

implemented cameras in some California schools, vandalism decreased by 95%. However, this 

is not always the case. Many administrators justify their use of surveillance by resting their case 

on the slippery slope that they will act as a “quick fix” to the school’s problems (McGreal). The 

Columbine massacre, Red massacre, and the Newtown shootings all occurred at schools with 

security measures such as buzzer systems, cameras, and guards. However, nothing prevented 

these horrific events from happening in a matter of minutes (Nance; Rapp; Walsch). 

CCTV cameras rely on the idea of “zero tolerance”, which means schools are starting to 

come down hard on students for the smallest of transgressions, treating them like criminals 

before even committing a crime. Having suspension, expulsion, or even arrests on a student’s 

record can affect student’s future opportunities in life (Harris; “Preventing”). Pedro Noguera, 

professor of education at NYU Steindhart, once visited a school where the principal pointed out a 

boy that hypothetically had a jail cell waiting for him. He was a delinquent and his whole family 

had been in jail. Noguera questioned if the school had any measures to prevent this and the 

principal had no response (Noguera). When schools like these treat students as if they are 
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already criminals and have no measures to try to change these children’s future, those children 

will not be taught the proper behavior and values that lead to a better future. 

Furthermore, Noguera says that the most important factor in creating a school is “to 

cultivate bonds of trust and caring within the school community.” Cameras “sour” students’ view 

of the school and create an atmosphere of distrust, which is detrimental to both the student’s 

learning process and the school’s climate (qtd. in Nance). While cameras are useful in preventing 

some violence, schools need to focus on directly addressing students to further improve school 

climates. The Indiana Education Policy Center has three levels for school violence intervention: 

creating a safe and responsive school climate, identifying problems early, and responding 

effectively to disruption. Conflict resolution, using peers to counsel and help resolve conflict, 

and better classroom behavior management can all lead to a better school climate. Studies on the 

effectiveness of peer mediation in schools by Roger T. Johnson and David W. Johnson, 

professors of educational psychology and curriculum at the University of Minnesota, show that it 

can create a greater willingness to help and avoid problems in order to create a positive school 

climate (Johnson and Johnson). In doing so, schools can ensure both student safety and continue 

to promote a positive learning environment for the student. This will not eliminate school 

violence completely, but it will help reduce it while still maintaining a positive school climate. 

Analysis of every lense makes it clear that some form of moderation is absolutely 

necessary. Whether it is in the form of limitation of camera placement in schools or as social 

intervention to decrease the need for cameras, a middle ground has to be reached. Camera 

placement throughout schools should be limited in a way such that the majority of security 

benefits gained by camera use is preserved while still avoiding the various psychological dangers 
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involved with excessive surveillance. This solution could serve as a short term fix, perhaps 

convincing school administration to realize the implications of moderation in video surveillance 

use. 

Furthermore, instead of relying solely on cameras for discipline, schools need to directly 

address the students. Using peer mediation, counseling, and early intervention builds up trust 

and responsibility within the school to promote a positive learning environment. By 

demonstrating respect and proper behavior, it puts forward social expectations that students must 

heed, instead of letting the fallback of surveillance subsume all responsibility to educate not only 

intellectually, but also socially and behaviorally. 

Along with social mediation to expand discipline beyond the narrow, one-sided view of 

surveillance cameras, laws must be refined and defined at the national, local, and school-specific 

levels. The laws on surveillance right now, especially in the UK, are vague and can be 

interpreted in many ways. A long term solution to this problem in schools would be to to make 

laws which more clearly define the limits to CCTV’s use. Laws controlling the placement of 

cameras, measures ensuring the confidentiality of footage, and limits on the uses of the data, 

along with frequent student counseling, can not only protect students and prevent psychological 

damage, but also can foster an environment of trust between students and teachers, eventually 

allowing for long term changes in policy, and eventually better regulation of improvement in 

school environments. 

(Word Count: 3513) 
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